Forensic Authentication of Mobile Audio Evidence

Using Electrical Network Frequency (ENF)
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ENF: Electrical
Network Frequency

ENF stands for Electrical Network
Frequency, representing the
natural fluctuations in the power
grid at 50 or 60 Hz. These
variations are consistent across e R R
regions, making them a reliable i D
reference for analysis.
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Unintentional

Embedding in Media

These fluctuations are
unintentionally embedded in
audio and video recordings when
microphones are placed near
electrical sources, such as AC
devices or LED lights, capturing
the ENF as part of the recording.




Temporal Fingerprint
for Authenticity

ENF acts as a temporal
fingerprint for audio recordings,
allowing forensic experts to
compare the extracted ENF
against a reference log.
Discrepancies can indicate
tampering, splicing, or falsification.



Challenges with
Mobile Devices

Despite its usefulness, mobile
and battery-powered devices
capture weaker ENF signals due
to their lack of electrical
connection to the grid, posing
challenges for forensic
authentication in these cases.
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Figure 1. Experimental procedure diagram.

The study by Hsu et al. focuses on utilizing
Electrical Network Frequency (ENF) combined
with machine learning techniques to detect
tampering in audio recordings. The research
involved creating a specialized dataset of
Mandarin speech recordings that includes
various tampering scenarios, and the results
demonstrate accuracy in identitying edits under
controlled experimental conditions.
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Materials Used for ENF Extraction

The study utilizes a range of real-world devices for capturing audio,
iIncluding an iPad with earbuds, a Samsung phone, and a laptop
connected to a GO-MIXER. Recordings are made both in an anechoic
chamber and a typical indoor room setting, which enhances the
diversity of audio environments considered in the research,

1.

N

Strengths and Limitations of the Study

Despite its strengths, the research has notable limitations. The
dataset is constrained to a single power grid region which may not
generalize to other grid regions. Additionally, the recordings primarily
feature clean speech with minimal background noise, potentially
overlooking challenges encountered in more noisy environments,
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FM-Modulated Signal Analysis

Dosiek's approach involves treating
Electrical Network Frequency (ENF)
as a frequency-modulated signal,
which allows for a more robust
analysis of the ENF properties within
audio recordings.




Down-Conversion 'l'echnique

By down-converting the ENF
band to a 0 Hz intermediate
frequency, Dosiek simplifies
the extraction process.




Facilitated Downsampling

This down-conversion allows
massive downsampling, which
IS essential given that the ENF
bandwidth is often under 1 Hz
in actual recordings.




Noise Impact on ENFE

Doslek's method highlights that
—NF signals can be significantly
affected by noise, particularly in
compressed audio, which can
obscure forensic information.




Evaluation of ENF Signals

The findings emphasize the need for
careful evaluation of ENF signals,
particularly when they are suspected
to be weak or compromised due to
external factors.
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Fig. 2. Steps of audio forgery detection with the combination of ENF and phase features.
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Additional Resources

Essential references for understanding and applying ENF in
forensic audio analysis.



Additional Resources

Essential references for understanding and applying ENF in
forensic audio analysis.

SWGDE Best
Practices for
Forensic Audio

Guidelines ensuring
proper ENF extraction
and documentation.



Additional Resources

Essential references for understanding and applying ENF in
forensic audio analysis.

SWGDE Best Grigoras

Practices for _
Forensic Audio (2005-2010)

Guidelines ensuring Foundational studies
proper ENF extraction on ENF time-
and documentation. stamping.



Additional Resources

Essential references for understanding and applying ENF in
forensic audio analysis.

SWGDE Bfest Grigoras NIST CFTT
Practices for .
2005-2010
Forensic Audio ( e ) guldance
Guidelines ensuring Foundational studies Standards for
proper ENF extraction on ENF time- validating forensic

and documentation. stamping. tools.



Additional Resources

Essential references for understanding and applying ENF in
forensic audio analysis.
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Forensic Audio (2005-2010) guidance ENF surveys

Guidelines ensuring Foundational studies Standards for Recent advancements
proper ENF extraction on ENF time- validating forensic in ENF techniques and
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Recording Length and ENF Reliability

Research on ENF reliability suggests that
the length of a recarding significantly
impacts the ability to detect ENF. Some
studies indicats that recardings shortar than
§-10 seconds may not provide sufficient EMF
clata while athers prapose a minimum of 30
saconds for reliable extraction and analysis
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Impact of Recompression on ENF

Recompression algorithrmes, ke those used by
soclal media platforms such as TikTok, often
discard low-frequency companents, saversty
affecting the integrity of the EMNF signal. This
decpradation can prevent farensic anabysks fram
extracting rellabie ENF data. raking concerns.
about the admissibiity of swch recordings in
court

Availability of ENF Reference Logs

The availabiity of EMNF reference logs varies by
region and regulatory standards. Many areas
lack publicky accessible EMF databases, which
complicates the procoss for forensic analysts
rieiding reliable references for cormpandan. This
II'K:l:l'lS.IE.l.\i‘i"lE‘yI can hinder the application of EMF
techniques in diverse geographical locations

Admissibility of Phase-Based Methods

Admissiility of phase-based methods for EMF
analysis under the Daubert and Frye standards
depends on their scientific validation and
acceptance within the forensic community
Ongoing research and successiul validation
studies will be crucial for ensuring that these
methods can be utilized in legal sattings




Recording Length and ENF Reliability

Research on ENF reliability suggests that
the length of a recording significantly
Impacts the ability to detect ENF. Some
studies indicate that recordings shorter than
5-10 seconds may not provide sufficient ENF
data, while others propose a minimum of 30
seconds for reliable extraction and analysis.



Impact of Recompression on ENF

Recompression algorithms, like those used by
social media platforms such as TikTok, often
discard low-frequency components, severely
affecting the integrity of the ENF signal. This
degradation can prevent forensic analysts from
extracting reliable ENF data, raising concerns
about the admissibility of such recordings in
COUrt



Availability of ENF Reference Logs

The availability of ENF reference logs varies by
region and regulatory standards. Many areas
lack publicly accessible ENF databases, which
complicates the process for torensic analysts
needing reliable references for comparison. This
iInconsistency can hinder the application of ENF
techniques in diverse geographical locations.



Admissibility of Phase-Based Methods

Admissibility of phase-based methods for ENF
analysis under the Daubert and Frye standards
depends on their scientific validation and
acceptance within the forensic community.
Ongoing research and successful validation
studies will be crucial for ensuring that these
methods can be utilized in legal settings.



Future Research Directions

Strategic initiatives to enhance ENF-based

audio authentication in media forensics.

Building Mobile
ENF dataset

Focus on building a
comprehensive mobile
EMF dataset across
various devices and
environments.

Testing ENF
Reliability

Conduct experiments
in noisy, comprassed,
and real-world
scenarios to evaluate
EMNF performance

Hybrid Method
Development

Integrate ENF analysis
with microphone
consistency and codec
artifact assessments.

Forensic Community
Initiatives

Advocate for global
standardization of ENF
logs to ensure
consistency in forensic
practices,

Mobile Device
Guidelines

Develop specific
guidelines for mobila-
device EMNF analysis to
enhance courtroom
reliability.

\ \

Open-Source
Tools

Create and promote
open-source tools for
ENF authentication to
facilitate widespread
adoption



Building Mobile
ENF dataset

Focus on building a
comprehensive mobile
ENF dataset across
various devices and
environments.



Testing ENF
Reliability

Conduct experiments
IN NoIsy, compressed,
and real-world
scenarios to evaluate
ENF performance,



Hybrid Method
Development

Integrate ENF analysis
with microphone
consistency and codec
artifact assessments.



Forensic Community
Initiatives

Advocate for global
standardization of ENF
logs to ensure
consistency In forensic
practices.
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Mobile Device
Gulidelines

Develop specific
guidelines for mobile-
device ENF analysis to
enhance courtroom

reliability.
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Open-Source
Tools

Create and promote
open-source tools for
ENF authentication to
facilitate widespread
adoption.
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Conclusion

Electric Network Frequency (ENF)
authentication represents a significant
advancement in digital audio integrity
verification. The reviewed papers highlight the
strengths and limitations within this field,
emphasizing the necessity for accurate
extraction methodologies, machine learning
approaches for tamper detection, and
adaptations for mobile environments.
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